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Abstract not available for CN 1222991 
Abstract of corresponding document: US6658566 
The invention relates to a process for storing and 
using sensitive information in a security module 
and to a security module arranged to implement 
the process, and protect the sensitive information 
against fraudulent utilization. The sensitive 
information ISj is stored in a form {overscore (ISj 
encrypted using a temporary encrypting 
protection key CPi, whose content varies over 
time. The sensitive information {overscore (ISj is 
decrypted before being used in a given operation, 
using a temporary decrypting protection key 
CPid. Before the contents of the encrypting and 
decrypting keys are varied, the sensitive 
information {overscore (ISj is decrypted with the 
current decrypting key, and then it is re-encrypted 
with the new encryption key to obtain a new 
encrypted form, different from the previous one. 
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1.— #*-f*— ( 8 ) t##4&4^& ISj flr&# 
*«*fc^«-A*t«|tJL ( 9 ) 3Mt&##£ii. ( 10 , 14 ) , 

& &$&&fem CPi ( ai+1 ) t 

;k##ilM»*#*flrA ISj ; 

( 10 ) 

ft &lsj ( ai+ , ) , m3jLTRM$L&fk&&tfr0i&%9tfr>$#. 
CPi QatXLiilte*. CPi ( a, +1 ) ***** CPid ( ai+1 ) 

— #*Mr #41 CPid , fete— CPid 

* /W« * ft t * Jfc tfj M tT3l A CPid ( aw ) # -* Jt*rT# 
( ai+1 ) ; vXTk. 

********* CPid ( ai +1 ) tt^8t*f ####4*J CPid 

( 10 ) t, ««t*#«*##St-f!^. 

3.— ^JB^^*?-*-^**** ( 8 ) t**4t£4*4lSj 6$;sr&, jSf-at 
#***fe#<»4*fc«*LJL ( 9 ) *^A<fr**JL (10, 14 ) , *+* 

^-^Bt^^^^ CPi 

#4^««*#-it*4|-»*flt#**^--^#^ijt^«. ( io ) t. ft 

*iRi«A*l1L^— ^*#^#Bj-*i#flt^fp*| CPi tftfife— *fttr«*. 

CPi ( ai+1 > ft^ttfttr**, CPid ( ai+1 ) ti*#IMf4M^$4! CPid , fm 
**|**6.te--*af*J#iR CPid Aft +*JtWMW#*lti 

#3fcft1«*. CPid ( ai+1 ) #-*3t#TF# ( ai+1 ) , fefctf 



isj JU«l*#^*4fc*#A**««rJMr cpid ** 

£T'J& CPid (a i + i); 

fltftf CPid CPid ( ai+1 > 

fcf^^tf 4MMt& ISj . 

«.flHSf**«.ffi^**^«0*Btlf#||t^#48 CPid ^S*** CPid 
(ai+1) ia3L^ife*f#**J^*iSl*ir«*.TO' -!H*«&*ti4lrA; 

&*#**&##Ht;fe##*#*l CPi cm ( ai +2 j ; 

6^3, CPid ( ai+2 ) • 

CPi fiMHfr g 1t£ 3. CPi ( ai + l >3M*#**. CPid ( ai +2 >MJT 

%tt3£4., Wlt^^-^^CPid ai ^^^-^^CPid (al+1) , 

^-^#f^^^,CPi (a , +2) ( io.) t 

*4B CPid ft£ttfa£$*. CPid ( ai +2 )^# 

CPid,i. 



7. *»*U>]£-£ 6 0i&#j&4$7r&, £ t#&<fir 4 is ( j-i ) *» isj tt£ 

^^^^^^^^^6^^Bt>^^4r^^ CPid 
C Pid ai #^fr #fr;frt#ff^4B CPi CPi***^** 

4L**WkWn+#**$t*#*4Ri&K3iluz&* l CPi ( al+1 , 
*f^#4 fc&4f 4 isa-i), ^^£#&^4tt-^St#;*at^£ 

?f_B., *7/*£4t&tir&IS ( j-1 ) , isj ttWMf****,, 4UfaT£- 
. CPi tt£fiMU££*, CPi ( aj +1 j 

CPid tf-^j^^ CPid ( , 

>^#&#;frtfif^# ff:&4f 4 is ( j-i ) , isj , s*.i?Q f* &.!&-4£&ii 

^ CPid CPid ( ai+2 , . 

8. -ftK%&ik ( 8 ) , fc&*hJ®>ft4tf ( 9 ) *>4H*itMSUL 

(10, 14 ) , &#;fcMt-Fi£&&: 

%® CPl,...,CPi,...,CPn fa%&^¥} ft %® 
CPld,...,CPid,...,CPnd , #JL, *hf -3i->Mf BfrA^iM^*/! CPi 



CPid , f c ?k£^&%l££ t CPiai,CPi ( ai+ i ) ,CPi ( M > 

CPidai,CPid ( a.+l ) ,CPid ( ai+2 ) ; 

CPi ***** "t*«flUf#4i CPid J»— ^#jt«%4tA«4 ISj 

CPi ai ,CPi ( ai+ , ),CPi ( al + 2 

(10, 14 ) t*t-^*»#***i-<fcA-»A ISj St4f «A 

ft**.*, *««-fJ*^*>Mf**^, #I/8#g.*tfft#*#« 
4i CPid ai ,CPid ( al+ , ) ,CPid ( « > & f 4*4/8 -7-&tf*UM> ft 

«#***^*48*ft*****&^^^-MH»ltJL (10, 14 ) t 

#*4WAlsjaWf-iig*fft. 
9-*»*L#l**.8^**&.flLft**. fc*^.4.Bt*A«ft|tJL, /Bf*fc— 
************* W****.. *flt#«*4t^*^*«-*»*flt*ft 
4a CPi UDiW^A, CPi ai ,CPi ( ai+ i )t CPi ( ai+2 )^MtSttt*iJt« A 



^AT«^'JftM«t^)B, jfc**>*4fc;8 CMOS*.****. £ 
JWMfc*. T***J*fL EEPROM t«ft-frA«ft«*«&#*<iX, 

Bib, WBWf, 3&&#SiJbfL*dM&* EEPROM sfb RAM 



ISj ft* 

*>***4ir A ISj ; 

( ai+1 ) tiJtA'ffjfc, i«3t3L-^a^*ii-*»#** r «*l CPi /^iJira 

^CPi ( ,m ) ft£ ft —^IStf^ ^version) CPid ( al+ i ) ft#Ht*WMfgf 
4fl CPid , ^■^iRJ5 , )4t4ft&^t— CPid ^^/Ut^i^ t^£#T 
i«JM?*«**£ir*S. CPid ( al+1 ) ft-*£*rF# ( ai+l ) ; 
*>& a CPid ( ai+ , > CPid 

*fe*ftaWAtt*LiiMH*#Atf *JL, * t**^A ISj 

****UMti*tt & * CPi ■ I ai + l ) CPi 

#**#**ti ^tRiw*t#flL«.^Bt*»#^#4fi cpi ti*r&*ir 

3H£ CPi < ai + i ) CPid ( ai+ i ) #^##^##^#1 CPid , 

#3fcTR*4*#fete#$l#iR CPid if^/Ut^i^ t^Jt#f>£#F^t#ft 
£1^3, CPid (ai+ , > tfjUTF** ( ai+l ) , &#;Mti"kte>*T#Sfc: 

* ISj «*^**A#^***^A**^^**N-*#*^«4« CPid ft 
CPid (ai+1) ; 

4fe*#***lJ8#Bi-|f*ff4^#*J CPid ft StT^^. CPid ( aJ+ , > 
&#t4£&te/8*f^£ft#&^& ISj . 
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@ 4 £.&£*t&4r& iSj ^m^^m-^^MW, 

@ 6 st##$Mi CPi ti£.$44*h&^titt.&Q; 

© 8^#]*f>&f-® 2#>@ 3 XitJttfclHrN-*^* 

*«**8fc**ta-»4«&«.JL9, 10, **** 

x###*RAM14^4t**ha|t3L*«i^*JL 13. 
T-MH** 10 fll**.— -MUfa 11 , -JMMfc^I* t^-ff&, ftJJU* 

4^ftfMfc.& ROM **—>h*r EPROM , EEPROM 4 
fe**tti*tt*WMUH** RAM , Hp, EEPROM jfc>h 

a**if»— A RAM ft ISJ Bt ft . 



*»* + *A*fr£g4r#J No. 4382279 t#T&. 1 13 - 25 

tfa%if&&&T&&&%ftf)%--^&-J? fj gj . 

^HT^ ASIC ( Application Specific Integrated Circuit^ 

SLE 4436 SIEMENS 7G*K 

ST 1335 * SGS - THOMSON %-^7t#. 

**«i|t##*Tiaj^4fe*<i-T"»jt44«.«**'t#«l. 

*&flft/8/L#Mftf3»#flUf#$l CPl,...CPi,...CPn #>/L#;fc:£#^ 
tflMfiMf #*I CPdl , ...CPdi,...CPdn . -^ifrJ^ft/Stt^*******, 

*fl~JHt/8 DES ( Data Encryption Standard 

-ft # 4« * Jft -f 4^ # ♦! 

CP1, ...CPi,. .CPn ttf-'K #ft/8jM»»#Jr$MB 

iiwif***. #.M-f ^#^^a*J*fcft^. *mjt* 



Rivest,Shamir Adleman tLtytfj ) , ttitfi— 4^&>$4Nl3*»J3 

fr$$&xm¥i £it*t"fri>iT, K%&%L&&m^%4n 

#4r&HfcCPdl, ...CPdUCPdn^Bt^^^^CPl, ...CPUCPn 
'&m&&; #*fc, ^#^^^.7F CPdl , ...CPdi,...CPdn , ^ft^tf 
CP1, ...CPi,...CPn , u %Hftjr%&" finX#L$L'£fa& 

® 2 tt$L&&1t&&,&*fc7tn+%tfft&%® CP1 , ...CPi,...CPn , 

tinfrm&%mi-#&&m*&fi f )%4a J ? ni , ...Ni,...Nn . 

£#T# al,...ai,...an ^i&£#T#-->h££r#*]. t# 

CPi*^^BtlBjJi^«'J^^ir^^^#T# ( ai ^^teCPi^^ 
— ^^JfrT** ( ai+1 ) ^^—^M^iM.CP\ (ai+i). *ntf)3t$rTfote 

&® 3 #4Lttt3£--;£A m >M£&-ffr& IS1 , IS2 , ...IS ( j- 
1 ) ,ISj,...ISm #-f-£t, ^J^^p^^^-^S 2 tf^t&##l?flt#^t£l 

NI ) IS1 , IS2 , *<Ht*$4i CPi 0t*#*4r4 IS 

( j-1 ) ,ISj,*»MMf #4H CPn Xflt^<fc*-»A ISm . 4Lt#^4L*« 
♦ »J-*^#^i«-f*»#**^4Bj-^ittfT#. #U§4t& IS1 , 

IS2, .J£j f ..JSm#JJ8A^4t*ro£*T# ( al+1 ), ( ai+1 )^ ( an+1 ) 
K%^&ftito7ni£i%&5k4Tfo$, ^#&4tr& IS ( j-1 ) *tf/g£JU£ti 
£#T# ( ai+1 ) 4UT**iWF# ( ai ) &f&j%u;%Ltr& 
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**i**"T ll%iTfo ( ai+l ) . 

4^*1110 t> *>tflt^*««*»CPI - **#*flt#B 11 t, ft* Stilt 

11 12 t. *-f&it»«*.^, JBHUbM 

et, *TkA#BtflMf^4fl CPi i£X###:&^& ISj tiM 

-^t^64^, ^^ltNi^it*fT# ( ai ) *^^it— 

afcjttttf- **fc***lt. CPi MX.— ^lt*cjbfc*flt#*fc^ 

«*»4*JR*S**I 5177790 5365466 -fr + tf* 

it* 1 ^♦**«3t*»*&^M#&rt^"»*iw*a I 

4rt4« CPi ***J8^*MtA#4 ISj *»# "fr/ 6 *.. 

*«-#tt*T, frtflMf CPi tijfc&iSUMkAttA ISj 

*L*l*&^Hf**«***W***t*. *i*»4Ut**4 isj *a**w#M*» 
#4 *4*4**^ti**l t- 

Jfr**tflMf*4a CPi ti/^>tf;MM^4 ISj 

*T, ♦8t*^#4!l CPi ^/ k ^/A4fc*-»4 ISj ti;Mf 
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&&&&&& ISj ^fs^^^et. # 

£# 41 , #^^^#4*11 14 t##>M^«ltf^tf#l&4f- 

4 ISj, ^4-, £#42, &%&&&%%fr*M^&faft;k&jl&ft$r#j 
iTtfflM^4S CPi ^^^^■^^^•if^^'ff 4 ISj . 

J?!)#^&tf *t^3U. 9 #&# ( # 43 ) &#*-f 10 
t«*—** (#44 ) ^^t^X^##^14t. 

£@3tf#|-^t, i£A-flfc#Ni tf^£3CPi. ^f-^ite, 
JMT#.$T#tt— £^tAT# ( ai+l ) ,4M.dWMfc$$i— 
£#r*t, W#j*.T#1. ^iiL, 42 ^.-^ 

*Nft*9t4M^4F4!. J?'J£# 45 £x##>f&|| 14 t/^^^M. #46/* 

(#46 ) #$*##*t#*J&rt. 

£# 47 , ft#«**>lft*4! CPi ISj , . 

*/(ai+l) 

#*!*4-?-*tNl3^jt^T# ( ai+l ) . 

>^S. £#5i, iCib^.^^iJi^iSj 

X l at, ^£# 52 ##**fc*t-f to #&4T4*>;te£ 

**#li-'W^*4fl CPi ( tf^iitf ai+l 4L*#ft&iHfcS 10 t# 

i££j&x###n 14 . ftjHtA4ftiilf*4t«4t4 ( # 53 ) , 

*#«***4*4 ISJ . £#54, it%&&&&&iktttt*t&ttiLM1%$i{} 
#&4t4 ISj . £JN&i£4T ***t« t&#^, Af$ ISj # 

© 6 cpi # 5t##m*ts ( ) * 



ai-flt^**iN"A*. A**#A*ta*.JL 1 *************** 

# /'ft^il PIN ( Personal Identification Number >lsAo&#]*%) 

#*. £#62, *4&*<fcA^A (*A#*«.T, ****** 
IS(j-l\ > *B<r-«J-*^#4B CPi ttft/M-dt CPUi** 
tf^CPi ( ai+i ) 14 t. 63 , *#j/a*4l CPii** 

*«tt££4/s(/-i) (»F»a**»#^**). j«*PLjt*BUr-is (j-i ) 
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CPi ttH^pfctfteCPi ( ai+ , ) #*^&&tf#&^&JS_(j-i ) » 
jyuGIMMtAtfA IS ( j-l ) ti*>*#JU* *./S(/-l) , - * 

66 , *t^i£ttfc/S(y-l) 10 

t ******* 75(7-1)^ #SUiftjUfT# ( ai ) *;fr-**#*J-*iU^ 
iftltff ( ai+1 ) : it#t#3L&S SjLt*^***^******- 

*frti jl*rF# ( ai+2 ) 14 t/**-******! CPi 

CPi (ai +2 ). *t*J5f*. t> 5t**^lft*^**RkWM" 

&ra£tf->hCPi ( d«)-ft**BHMf*M& CPi #fc£tflSLCPi ai , 

T# ( ai ) 3t>2 ^+-ft^i#fjjJL«ft# ( ai+2 ) : it#Hfr*.*W 7 t 

91 , J*.A 92 , flt*«*#**fi4«t* 
4 IS(j--l) { ^lSf^ l) . CPi ( ai+i ) CPi ( ai+2 ) . 93 , # 

t^lll^ CPi ( «w ) Af4fit4fcA^A. 94 , 

CPi ( ai+2 ) IS ( j-l ) ^ ISj . 95 , 

*&4t A 75(7-l) (a( *» ZS/ {aM) * & # * * & 



n 6 «*tiw*t*i cpi ^*^u^*t**i«flifje,*; 

&*fc**#*-A8Mfc 512 4£&-£#4M&, *P, ^^f*MA«-A 
*>*, ( 64 4*) . JMfc.fc*f-, ^*St#*ate4S**»*4Ltr3t#-l»AW^ 
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